
CS 3001-A: Computing, Society, and 
Professionalism 
Munmun De Choudhury | Associate Professor | School of Interactive Computing

Week 6: Privacy II 
February 14, 2024



Perspectives on Privacy



Today’s Class – why violation of 
privacy is an ethical challenge



Information Disclosures



The newfound privacy conundrum presented by 
installing a device that can literally listen to 
everything you’re saying represents a chilling new 
development in the age of internet-connected things. 
By buying a smart speaker, you’re effectively paying 
money to let a huge tech company surveil you. And I 
don’t mean to sound overly cynical about this, either. 
Amazon, Google, Apple, and others say that their 
devices aren’t spying on unsuspecting families. The 
only problem is that these gadgets are both hackable
and prone to bugs.
– Gizmodo about Amazon Echo/Google Home etc.



Could using Alexa or 
Google Home result in a 
violation of privacy?



AI/Machine Learning



Secondary Uses of Information



How is secondary information 
used? Some examples…



Google’s Personalized Search



Collaborative Filtering



Microtargeting



Credit Reports



How Target Figured Out A Teen Girl Was 
Pregnant Before Her Father Did



Class Discussion: Facial Recognition

• What are the advantages of face recognition?
• For the blind?
• For police?
• For counter-terrorism?
• For advertisers?
• For ordinary people?

• What are the risks of face recognition?
• For use by police?

• Some cities have outlawed its use by police. Is this wise?
• For use by totalitarian regimes?



Sharing of Anonymized
Datasets





Netflix Prize



AOL Search Dataset



Almost all information can be “personal” 
when combined with enough other 
relevant bits of data



Privacy from the Individual 
Perspective (Acquisti et al 2015)

What should the individual be doing?



Individualistic Approach –
privacy is a private good

• Trust people’s ability to make self-interested 
decisions
§ The “Get over it” brigade
§ Zuckerbollocks – privacy is a private good (O’Hara 

2013)

(Acquisti et al 2015)



Individualistic Approach –
privacy is a private good

• With respect to the individualistic approach, scholars 
question  people’s ability to manage privacy amid 
increasingly complex trade-offs

(Acquisti et al 2015)





Are individuals up to the challenge 
of navigating privacy in the 
information age?

(Acquisti et al 2015)



Privacy as a public good?

• Even when the individual would rather be 
transparent and open to scrutiny, exposure will 
affect others.

• Accountability

• Security

• Trading data and market efficiency

• Chilling effects

(O’Hara 2013)





EU’s “Right to be Forgotten”

• Also known as the "right to erasure", the rule gives EU citizens 
the power to demand data about them be deleted.



EU’s “Right to be Forgotten”

• Google had argued that the obligation could be abused by 
authoritarian governments trying to cover up human rights 
abuses were it to be applied outside of Europe.



Privacy as a public good

• Need to balance the interests of the subjects of data 
against the power of commercial entities and 
governments holding that data

(O’Hara 2013)


