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Computing:
Privacy



Social Computing Systems Erode 
Privacy



Perspectives on Privacy



An Old Definition of Privacy

• No Soldier shall, in time of peace be quartered in 
any house, without the consent of the Owner, nor in 
time of war, but in a manner to be prescribed by law.



Is There a Natural Right to Privacy?



Modern Definition of Privacy



Settings vary across platforms
� Each social media platform has different privacy settings and they change their rules 
frequently. Facebook just updated their privacy settings in May of 2014, did you know? Did you 
just click the “Yes, I Agree” without reading?



Legal-ease
� Legally, read all platforms terms of service 
(TOS) for the nitty gritty, social media 
platforms can share some of your basic 
information. 

� But why?
� Social networks that provide their services 

without user fees make a profit by selling 
advertising. This is often done through 
behavioral advertising, also known as targeting. 
Facebook Pages who boost posts and promote 
their brands through ads use the same targeting 
methods when pushing their content.



Geo-Locate Privacy? 
� If you use Fourquare or Instagram 
or even have the location settings 
turned on for Facebook and Twitter 
than you are sharing your location. 
On Twitter you are sharing it with 
everyone and since it is a live update 
tool then you are letting everyone 
know exactly where you are and 
when and with who if you have 
tagged or taken a photo.



Facebook Tags



Secondary Uses of Information



How Target Figured Out A Teen Girl Was 
Pregnant Before Her Father Did
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Data, Privacy, and the Greater 
Good



Privacy Safeguards



Institutional Review Boards
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Adapting IRB review to Internet era and big 
data research





Beyond the Belmont 
principles: Ethical challenges, 
practices, and beliefs in the 
online data research 
community



Code Definition Example Statements
Public Data Only using public data / public data 

being okay to collect and analyze
In general, I feel that what is posted online is a 
matter of public record, though every case needs to 
be looked at individually in order to evaluate the 
ethical risks.

Do No Harm Comments related to Golden Rule Golden rule, do to others what you’d have them do to 
you.

Informed 
Consent

Always get informed consent / 
stressing importance of informed 
consent

I think at this point for any new study I started using 
online data, I would try to get informed consent when 
collecting identifiable information (e.g. usernames).

Greater 
Good

Data collection should have a 
social benefit

The work I do should address larger social 
challenges, and not just offer incremental 
improvements for companies to deploy.

Established 
Guidelines

Including Belmont Report, IRBs 
Terms of Service, legal 
frameworks, community norms

I generally follow the ethical guidelines for human 
subjects research as reflected in the Belmont Report 
and codified in 45.CFR.46 when collecting online 
data.

Risks vs. 
Benefits

Discussion of weighing potential 
harms and benefits or gains

I think I focus on potential harm, and all the ethical 
procedures I put in place work towards minimizing 
potential harm.

Protect 
Participants

data aggregation, deleting PII, 
anonymizing / obfuscating data

I aggregate unique cases into larger categories 
rather than removing them from the data set.

Data 
Judgments

Efforts to not make inferences or 
judge participants or data

Do not expose users to the outside world by inferring 
features that they have not personally disclosed.

Transparenc
y

Contact with participants or 
methods of informing participants 
about research

I prefer to engage individual participants in the data 
collection process, and to provide them with explicit 
information about data collection practices.
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Item M SD

...notify participants about why they’re collecting online data1 3.89 0.96

...share research results with research subjects1 3.90 0.80

...Ask colleagues about their research ethics practices1 4.27 0.74

...Ask their IRB/internal reviews for advice about research ethics1 4.03 0.90

...Think about possible edge cases/outliers when designing 
studies1

4.33 0.71

...Only collect online data when the benefits outweigh the potential 
harms1

3.62 1.10

...Remove individuals from datasets upon their request1 4.56 0.71

Researchers should be held to a higher ethical standard than 
others who use online data2

3.46 1.22

I think about ethics a lot when I'm designing a new research 
project2

3.96 0.93

Full Scale (α=.71) 4.00 0.49
1 Prompt: “I think researchers should....”    
2 Prompt: “To what extent do you agree with the following statements?” 
Both sets of items were measured on five point, Likert-type scales (Strongly Agree-Strongly Disagree).

Codification of Ethical Attitudes Measure
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Ethics Heuristics for Online Data 
Research: Beyond the Belmont 

Report
1. Focus on transparency 
¾Openness about data collection
¾Sharing results with community 

leaders or research subjects

2. Data minimization
¾Collecting only what you need to 

answer an RQ
¾Letting individuals opt out
¾Sharing data at aggregate levels

3. Increased caution in sharing results

4. Respect the norms of the contexts in which online 
data was generated.
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Beyond researchers, what happens when the 
risk of privacy lies in the hands of the service 
provider themselves?







Class Exercise I: Social media monitoring 
and health insurance

While the cost of automobile insurance varies from person to 
person based on the driving record of each individual, health 
insurance premiums are typically uniform across groups of 
people, such as all the employees of a company. However, a 
majority of healthcare costs are incurred by a minority of the 
population.

Today it is possible to look at somebody’s social media, 
understand their emotional state, even create a “profile” that 
reveals the person’s disposition to certain mental disorders. 
Debate the proposition that health insurance rates should be 
tailored to reflect each individual’s propensity to mental illness 
– it is a good or a bad idea?



Beyond researchers, what happens when the 
government or other similar authorities start 
to make use of people’s online data?



The lifelong social ranking system is set to be adopted 
in Beijing in 2021, Bloomberg reported Tuesday, with 
residents to be judged on data based on their social 
standing by the end of 2020. The program would 
essentially mark any individuals found to have violated 
laws or social codes and restrict their access to services 
like travel or certain programs.



Class Exercise II: Government use of 
social media data for surveillance.

Somewhat similar to the Chinese government’s social surveillance 
system, enhanced 911 service in the US allows cell phone companies 
to track the locations of active cell phone users within 100 meters. In a 
future work, they can also use people’s social media activities, 
including their geolocation, where they go, what they do, how they 
feel, and who they interact with.

1.Who should have access to such sensitive social media data 
collected by social media companies?
2.How long should this information be kept?
3.How would you feel about the company releasing comprising 
information about your whereabouts to the police?
4.Should the police be able to get from the company the names 
of all users using their service/platform who may be in some way 
related to/close to a crime scene around the time of the crime?



Takeaways


