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Title III, Electronics Communications 
Privacy Act, Stored Communications Act



1-

6.6 USA PATRIOT Act
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Terrorism In the U.S. 

• Domestic vs. International 
terrorism

• The need to fight terrorism

• Relation to computing 

• The government’s solution



Analysis of the USAPA by 
President Bush
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Patriot Act Successes

• Charges against 361 individuals 
– Guilty pleas or convictions for 191 people 
– Shoe-bomber Richard Reid 
– John Walker Lindh 

• More than 500 people removed from United 
States 

• Terrorist cells broken up in Buffalo, Seattle, 
Tampa, and Portland (“the Portland Seven”)



Does knowing the government has far-reaching 
powers to gather information on individuals 
phone calls, emails, Internet usage, etc. 
suppress free speech?
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Patriot Act Failure

• March 11, 2004 bombings in Madrid Spain 
• FBI makes Brandon Mayfield a suspect 

– Claims partial fingerprint match 
– Conducts electronic surveillance 
– Enters home without revealing search warrant 
– Copies documents and computer hard drives 

• Spanish authorities match fingerprint with an Algerian 
– Judge orders Mayfield released 
– FBI apologizes 

• Civil rights groups: Mayfield was targeted for his 
religious beliefs



Who Are the Stakeholders?

• Computer users in the public

• Internet Service Providers

• Libraries

• Law Enforcement

• Terrorists



Discussion Point 1A: Ethical Question

• The Patriot Act allows for ISPs to “voluntarily” 
disclose information to law enforcement, how will 
the public view the ISP who “might” have had 
information which could have prevented a terrorist 
act? 
§ Use an act utilitarian and social contract theory 

perspective.



Discussion Point 1B: Ethical Question

• Is it ethical to allow ISPs to make the determination 
of whether or not there is an emergency involving 
immediate danger of death or serious physical injury 
to any person?
§ Use a Kantian and virtue ethics perspective.



Discussion Point 1C: Ethical Question

• Is it ethical that the Patriot Act makes law 
enforcements job of apprehending criminals easier 
at the cost of affecting a greater number of 
innocents?



The PRISM Program









The 9/11 terrorist attacks forever change 
the balance between security and freedom. 
Will things ever go back to the way they 
were before the attacks? Would you want 
them to?


