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Midterm

• Next Wednesday!
§ March 2, 2022
§ In-class
§ Closed book, notes, and Internet
§ Syllabus – all material through last Wednesday (Feb 

16, 2022)

• This week’s recitation – write midterm questions

• Next Monday’s lecture – virtual office hours; 
example questions to work on will be made available

• No recitation sections next week





A Balancing Act
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A Balancing Act

• Federal, state, and local governments in 
United States have had significant impact on 
privacy of individuals 

• Government must balance competing 
desires of citizens 
– desire to be left alone 
– desire for safety and security 

• National security concerns increased 
significantly after 9/11 attacks



Two case examples of this 
balancing act…



Solove’s Taxonomy of Privacy
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Solove’s Taxonomy of Privacy

• Information collection: Activities that gather personal 
information 

• Information processing: Activities that store, 
manipulate, and use personal information that has been 
collected 

• Information dissemination: Activities that spread 
personal information 

• Invasion: Activities that intrude upon a person’s daily life, 
interrupt someone’s solitude, or interfere with decision-making
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Information Collection by the 
Government (Direct)

- Purpose: accountability and fairness



Census Records
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Census Records

• Census required to ensure every state has 
fair representation 

• Number of questions steadily rising 
• Sometimes Census Bureau has broken 

confidentiality requirement 
– World War I: draft resistors 
– World War II: Japanese-Americans



Internal Revenue Service Records
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Internal Revenue Service Records

• The 16th Amendment to the US Constitution 
gives the federal government the power to 
collect an income tax 

• IRS collects more than $2 trillion a year in 
income taxes 

• Income tax forms contain a tremendous 
amount of personal information: income, assets, to 
whom you make charitable contributions, medical expenses, 
and more



FBI National Crime Information Center 
2000
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FBI National Crime Information 
Center 2000

• NCIC 
– Collection of databases related to various crimes 
– Contains > 39 million records 

• Successes 
– Helps police solve hundreds of thousands of cases 

every year 
– Helped FBI tie James Earl Ray to assassination of 

Dr. Martin Luther King, Jr. 
– Helped FBI apprehend Timothy McVeigh for 

bombing of federal building in Oklahoma City



Discussion Point: What are the 
downsides of maintaining the 
NCIC database?



Closed Circuit Television Cameras
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Closed-circuit Television Cameras

• First use in Olean, New York in 1968 
• Now more than 30 million cameras in US 
• New York City’s effort in lower Manhattan 

– $201 million for 3,000 new cameras 
– License plate readers 
– Radiation detectors 

• Effectiveness of cameras debated
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Discussion Point: Are 
surveillance cameras 
worthwhile? Mixed opinion: ACLU 
opposition; London bombings in subway 
in 2005



Social Security Number



Challenges of government 
information collection



Surveillance Camera Images of Boston 
Marathon Bombing Suspects
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Surveillance Camera Images of 
Boston Marathon Bombing Suspects

1-19







Covert Government 
Surveillance



Wiretapping – J. Edgar Hoover
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J. Edgar Hoover

1-25© Bettmann/CORBIS First Director of FBI



Privacy Post 9/11
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A Balancing Act

• Federal, state, and local governments in 
United States have had significant impact on 
privacy of individuals 

• Government must balance competing 
desires of citizens 
– desire to be left alone 
– desire for safety and security 

• National security concerns increased 
significantly after 9/11 attacks



Privacy Post 9/11



NSA Wiretapping Post 9/11



Information 
Processing/Mining by the 
Government



Syndromic Surveillance Systems







When can information 
processing/data mining by the 
Government go wrong?





Government Legislation 
restricting information 
dissemination



Family Education Rights and Privacy 
Act (FERPA)



Health Insurance Portability and 
Accountability Act (HIPAA)


