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Ethical Theories



Ethical Theories

• Formal study started with Socrates

• Ethical theories are frameworks for moral decision 
making

• We need ethical theories to examine moral problems 
behind an issue, reach conclusions, and defend those 
conclusions in front of a skeptical, yet open-minded 
audience

• Used to provide logical, persuasive justifications 
behind your reasoning in the case of an argument



Software Engineering Code of Ethics: 
8 Key Principles:

• Product 
• Public
• Judgment
• Client and Employer
• Management
• Profession
• Colleagues
• Self



Case Studies
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Therac 25: What Happened

• Between June 1985 and January 1987, 6 known accidents involving 
massive overdoses, causing death & serious injury



Facebook Suicide AI



Human Agency: 
Censorship, Privacy and 
Security



Is Censorship Ethical?



Kant’s vs. Mill’s Views on Censorship

• Radically different ethical theories, but had similar 
views on censorship



First Amendment

• It constrains what the US government can do
§ Congress shall make no law respecting an establishment of 

religion, or prohibiting the free exercise thereof; or abridging the 
freedom of speech, or of the press; or the right of the people 
peaceably to assemble, and to petition the government for a 
redress of grievances

• The primary purpose is political – allow an open discussion of 
public issues; allow minority perspectives to be represented
§ But extends to other domains

• Not an absolute right
§ The private right must be balance against the public good



First Amendment

• Private groups can censor all they want and in some 
cases may seem to violate the first amendment
§ E.g., Facebook’s Terms of Service disallow the 

sharing of explicit or violent content
§ In general written with "offensive"/controversial 

speech in mind 

• Covers spoken & written words, pictures, art, and 
other forms of expression of ideas (like wearing an 
arm band) 



First Amendment

• Existing restrictions on speech – balancing private right 
and public good
§ Advocating illegal acts can be acceptable (e.g., civil 

disobedience)
§ Libel (making false and damaging statements) is illegal
§ Making specific threats is illegal
§ Inciting violence can be illegal
§ Perjury
§ Obscenity
§ False advertising



Censorship and Internet

• Unlike traditional one to many broadcast media, the 
Internet supports many to many communications

• The Internet is dynamic – new devices are being 
connected each year

• The Internet is huge – human censors not practical

• The Internet is global – national governments have limited 
authority to restrict activities happening outside their 
borders

• It is hard to distinguish between different types of people 
e.g., children and adults on the Internet



Information Technology Erodes Privacy

• Information collection, exchange, combination, 
and distribution easier than ever means less 
privacy

• Scott McNealy (Sun Microsystems): “You have 
zero privacy anyway. Get over it.”

• This class: we will consider how we leave an 
“electronic trail” of information behind us and 
what others can do with this info



Solove’s Taxonomy of Privacy
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Solove’s Taxonomy of Privacy

• Information collection: Activities that gather personal 
information 

• Information processing: Activities that store, 
manipulate, and use personal information that has been 
collected 

• Information dissemination: Activities that spread 
personal information 

• Invasion: Activities that intrude upon a person’s daily life, 
interrupt someone’s solitude, or interfere with decision-making
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Census Records
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Census Records

• Census required to ensure every state has 
fair representation 

• Number of questions steadily rising 
• Sometimes Census Bureau has broken 

confidentiality requirement 
– World War I: draft resistors 
– World War II: Japanese-Americans
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Accuracy of NCIC Records

• March 2003: Justice Dept. announces FBI 
not responsible for accuracy of NCIC 
information 

• Exempts NCIC from some provisions of 
Privacy Act of 1974 

• Should government take responsibility for 
data correctness?



Online Hate/Abusive 
Speech
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The Virus, the pandemic, and 
how we can respond ethically



Early detection, contact tracing

• Leaders are looking for guidance on when to close 
schools or order residents to shelter in place, and 
whether the measures they’ve already taken are 
working. 

• Early research on coronavirus suggests that isolating 
people soon after they become symptomatic plays 
the “largest role in determining whether an 
outbreak [is] controllable.”
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Role of technology – Existing examples

• One potentially powerful tool for public health officials is 
contact tracing—identifying the people that an infected 
person has been around. 
§ This reveals potential outbreak hot spots, offers some 

idea of where the virus may spread next, and importantly, 
warns officials who to contact next and potentially isolate 
if they become symptomatic. 

§ Faster than manual tracing

• Earlier this month, the CDC issued a temporary rule 
requiring airlines to share data on passengers traveling 
from overseas on request, including addresses, phone 
numbers, and email.
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Role of technology – Novel approaches

• Officials have a powerful potential surveillance tool 
unavailable in past epidemics: smartphones

• Government officials are anxious to tap the 
information from phones to help monitor and blunt 
the pandemic

• White House officials are asking tech companies for 
more insight into our social networks and travel 
patterns
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Privacy threats

• These possibilities raised red flags to privacy 
advocates
§ European and US laws
§ There’s already legal debate over whether such 

actions would overstep the Fourth Amendment’s 
restrictions on the government’s ability to search 
private property.

• What are the specific privacy threats?
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A balance - Transparency

• The government should be really clear in articulating 
what specific public health goals it's seeking to 
accomplish

• * Be clear about how the government is limiting the 
collection of personal data to what's necessary to 
achieve those very specific goals

• Making sure that there are appropriate privacy 
safeguards put in place before data starts to change 
hands
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A balance - Data collection based on 
science, not bias

• Ensure that any automated data systems used to 
contain COVID-19 do not erroneously identify 
members of specific demographic groups as 
particularly susceptible to infection
§ Avoid bias based on nationality, ethnicity, religion, 

and race—focus on facts about a particular 
individual’s actual likelihood of contracting the virus, 
such as their travel history or contact with 
potentially infected people.
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A balance – Parsimonious use of data

• Any data collection must be scientifically justified and 
proportionate to the need.

• Even anonymized, aggregate data can inform health 
efforts. 

• Consider a scenario where city officials close bars and 
restaurants for a weekend, hoping to reduce the number 
of new coronavirus infections. 
§ But instead, infections increase. 
§ Some may be the result of exposures days earlier, but 

tracking where people went over the weekend could 
reveal new transmission hot spots.
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A balance – Due process

• If the government seeks to limit a person’s rights 
based on this "big data" surveillance (for example, to 
quarantine them based on the system’s conclusions 
about their relationships or travel), then the person 
must have the opportunity to timely and fairly 
challenge these conclusions and limits.
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A balance - Expiration

• There is a hazard that the data surveillance 
infrastructure we build to contain COVID-19 may 
long outlive the crisis it was intended to address. 

• The government and its corporate cooperators must 
roll back any invasive programs created in the name 
of public health after crisis has been contained.
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“Public policy must reflect a balance 
between collective good and civil liberties in 
order to protect the health and safety of our 
society from communicable disease 
outbreaks” the Electronic Frontier 
Foundation



Government 
Surveillance
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Patriot Act Successes

• Charges against 361 individuals 
– Guilty pleas or convictions for 191 people 
– Shoe-bomber Richard Reid 
– John Walker Lindh 

• More than 500 people removed from United 
States 

• Terrorist cells broken up in Buffalo, Seattle, 
Tampa, and Portland (“the Portland Seven”)
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Patriot Act Failure

• March 11, 2004 bombings in Madrid Spain 
• FBI makes Brandon Mayfield a suspect 

– Claims partial fingerprint match 
– Conducts electronic surveillance 
– Enters home without revealing search warrant 
– Copies documents and computer hard drives 

• Spanish authorities match fingerprint with an Algerian 
– Judge orders Mayfield released 
– FBI apologizes 

• Civil rights groups: Mayfield was targeted for his 
religious beliefs



Surveillance Camera Images of Boston 
Marathon Bombing Suspects
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Surveillance Camera Images of 
Boston Marathon Bombing Suspects

1-19



Intellectual Property



What is Intellectual Property?
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1-8

What Is Intellectual Property?

• Intellectual property: any unique product of the 
human intellect that has commercial value 
– Books, songs, movies 
– Paintings, drawings 
– Inventions, chemical formulas, computer programs 

• Intellectual property ≠ physical manifestation 
• Does right to own property extend to intellectual 

property?



Information Technology Changing Intellectual 
Property Landscape
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1-5

Information Technology Changing 
Intellectual Property Landscape

• Value of intellectual properties much greater than 
value of media 
– Creating first copy is costly 
– Duplicates cost almost nothing 

• Illegal copying pervasive 
– Internet allows copies to spread quickly and widely 

• In light of advances in information technology, 
how should we treat intellectual property?



* Locke’s Notion of Property Rights
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Locke’s Notion of Property Rights
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Legitimacy of Intellectual Property 
Protection for Software

• IP protections of software allows entities to profit; people have 
to work harder to succeed; more innovation

• Software licenses typically prevent you from making copies of 
software to sell or give away

• Software licenses are legal agreements

• Violations (e.g., copying a proprietary software) are not argued 
morally, but handled in legal terms

• Discuss whether society should give intellectual property 
protection to software



Rights-based Analysis

• “Just deserts” argument
§ Programming is hard work that only a few can do
§ Programmers should be rewarded for their labor
§ They ought to be able to own their programs

• Criticism of “just deserts” argument
§ Why does labor imply ownership?
§ Can imagine a just society in which all labor went to 

common good
§ Intellectual property not like physical property



Utilitarian Analysis

• Argument against copying
§ Copying software reduces software purchases…
§ Leading to less income for software makers…
§ Leading to lower production of new software…
§ Leading to fewer benefits to society

• Each of these claims can be debated
§ Not all who get free copies can afford to buy software
§ Open-source movement demonstrates many people are 

willing to donate their software-writing skills
§ Hardware industry wants to stimulate software industry
§ Difficult to quantify how much society would be harmed if 

certain software packages not released



Ethics of Algorithms and AI



Various Issues

• Trust

• Transparency

• Bias

• Manipulation and Control

• Automation



Two case studies
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But is job amplification with AI going to be easy? What 
problems might it raise?

“AI won't replace radiologists, but radiologists who use AI will replace radiologists who 
don't,” Curtis Langlotz, radiologist at Stanford
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Proprietary algorithms are used to decide, for instance, who gets a job 
interview, who gets granted parole, and who gets a loan.



Two areas of concern: data and algorithms
Data inputs:

● Poorly selected (e.g., observe only car trips, not bicycle trips)
● Incomplete, incorrect, or outdated
● Selected with bias (e.g., smartphone users)
● Perpetuating and promoting historical biases (e.g., hiring people that "fit the culture")

Algorithmic processing:

● Poorly designed matching systems
● Personalization and recommendation services that narrow instead of expand user options
● Decision making systems that assume correlation implies causation
● Algorithms that do not compensate for datasets that disproportionately represent populations
● Output models that are hard to understand or explain hinder detection and mitigation of bias

12Executive Office of the US President (May 2016): "Big Data: A Report on Algorithmic Systems,Opportunity,and Civil Rights"



Some case studies of 
algorithmic bias









Technology used in self-driving cars has a racial bias that makes autonomous vehicles more likely 
to drive into black people, a new study claims.





The Cambridge Analytica-Facebook 
Scandal

• The data analytics firm used personal information 
harvested from more than 50 million Facebook 
profiles without permission to build a system that 
could target US voters with personalized political 
advertisements based on their psychological profile

• Facebook received a number of warnings about its 
data security policies in recent years and had known 
about the Cambridge Analytica data breach since 
2015, but only suspended the firm and the 
Cambridge university researcher who harvested user 
data from Facebook earlier this month


