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Is Censorship Ethical?



* Censorship and Internet (Warf 2010)

authorities that invoke diverse strategies of suppres-
sion of various groups and individuals for a broad

array of reasons and motivations. Adding to this

complexity is the rapidity with which the Internet has
grown and changed technologically; often govern-

ment censors have difficulty keeping up-to-date with

changing technologies (e.g., text messaging) or slang
terms used to communicate hidden meanings.

The degree and type of Internet censorship obvi-

ously varies widely and reflects how democratic and
open to criticism different political systems are.

Reporters Without Borders, an NGO headquartered in

Paris and one of the world’s preeminent judges of
censorship, ranks governments across the planet in

terms of the severity of their Internet censorship

(Fig. 2; see also Quirk 2006). Their index of Internet
censorship is generated from surveys of 50 questions

sent to legal experts, reporters, and scholars in each

country. Thus, countries in northern Europe, the US
and Canada, Australia and New Zealand, and Japan

exhibit minimal or no censorship (scores less than

10). Conversely, a rogue’s list of the world’s worst
offenders, including China, Vietnam, Burma/Myan-

mar, Iran, and Turkmenistan, exhibit the planet’s

most severe and extensive restrictions (scores greater
than 80). In North Korea, Internet access is illegal,

although the government uses it to send messages to

the outside world (Hachigian 2002). In between these
extremes lies a vast array of states with modest to

moderate forms of Internet censorship that reflect

their diverse systems of governance, the presence or
absence of civil liberties, and the ability of various

groups to resist limitations on their ability or right to

use the Internet in whatever manner they so prefer.
Using the categories of Fig. 2, Table 1 summarizes

the distribution of the world’s population and Internet

users according to the level of severity of censorship.
Thus, only 13% of the world’s people, but a third of

Internet users, live in countries with minimal censor-

ship; conversely, roughly one-quarter of the world’s
people and Internet users live under governments that

engage in very heavy censorship (the vast bulk of

whom are located in China).
Internet penetration rates—the proportion of

the population with regular access to cyberspace at

home, school, or work—also shape the contours of
censorship geography (Fig. 3). Rates vary from as

low as 0.2% (Myanmar) to 100% (Falkland Islands).

Fig. 2 Reporters Without Borders Internet Censorship Ranking 2009. Source: data drawn from http://www.rsf.org/en-classe
ment1003-2009.html
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Freedom of Expression



* First Amendment

• It constrains what the US government can do
§ Congress shall make no law respecting an establishment of 

religion, or prohibiting the free exercise thereof; or abridging the 
freedom of speech, or of the press; or the right of the people 
peaceably to assemble, and to petition the government for a 
redress of grievances

• The primary purpose is political – allow an open discussion of 
public issues; allow minority perspectives to be represented
§ But extends to other domains

• Not an absolute right
§ The private right must be balance against the public good



First Amendment

• Private groups can censor all they want and in some 
cases may seem to violate the first amendment
§ E.g., Facebook’s Terms of Service disallow the 

sharing of explicit or violent content
§ In general written with "offensive"/controversial 

speech in mind 

• Covers spoken & written words, pictures, art, and 
other forms of expression of ideas (like wearing an 
arm band) 



First Amendment

• Existing restrictions on speech – balancing private right 
and public good
§ Advocating illegal acts can be acceptable (e.g., civil 

disobedience)
§ Libel (making false and damaging statements) is illegal
§ Making specific threats is illegal
§ Inciting violence can be illegal
§ Perjury
§ Obscenity
§ False advertising



Discussion point 1: In the US, television 
commercials for cigarettes are banned. 
Should there be a ban on commercials 
for violent video games too? (Describe 
in the light of “private right versus 
public good”)



Platform enforced content 
regulations



Online Hate/Abusive 
Speech



Free Speech and Hate Speech

• Social media and the Internet have opened up for 
many new arenas for exchanging opinions. 

• Freedom of speech is an absolute value in any 
democracy, both for the public and for the media. 

• At the same time, opinions and debates challenge us 
as hate speech are spread widely and frequently on 
new platforms for publishing.

• Hate speech may cause fear and can be the reason 
why people withdraw from the public debate
§ Women and minority groups most affected



Reddit Banned FatPeopleHate

• Reddit introduced a new anti-harassment policy

• Reddit banned a handful of its worst communities, 
saying: "Our goal is to enable as many people as possible 
to have authentic conversations and share ideas and 
content on an open platform" 

• Prominent is the removal of r/fatpeoplehate, a forum 
devoted to posting (among other things) pictures of 
overweight people for ridicule.

• They said “They are banning behaviors or ideas”
§ Banning policy was based on specific instances of 

harassment rather than general offensiveness



Reddit Banned FatPeopleHate

• Deciding which subreddits engage in harassment is 
going to be a difficult problem, especially because 
it's hard to even agree on what constitutes 
harassment — and that assumes everyone involved 
is acting in good faith, which almost certainly won't 
be the case.
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Pro Self-Harm Content





Interventions



But deviant behavior subverts attempts to 
intervene

anorexic, anorexie, anoressia, anorexi, anorexia, anorexique, anorexica, anorectic, anorexia, anoretic

eatingdisorders, eatingdissorder, eatingdisoder, eatingdis, eatingdisorter, eatingdisoreder, eatingdisorde, 
eatingdisorderrr, eatingdisordered, eating_disorder

thighgaps, thygap, thighgapp, thigh_gap, thightgap, thyghgap, thighgappp, thegap, thigap, thighgapss

thinspoooo, thynspo, thynspoo, thynspooo, thinspoo, thinspooo, thynspoooo, thinnspo, thinspoooooo

(Chancellor, Pater, Clear, Gilbert, De Choudhury, CSCW 2016)



Deviance and Normative Behavior

#thighgap

#thighgapp

#thyghgap

#thyghgapp

#thygap

#thighgappp

Variants/Tag Chain

Root

Stevie Chancellor, Jessica Pater, Trustin Clear, Eric Gilbert, and Munmun De Choudhury. 
(2016). #thyghgapp: Instagram Content Moderation and Lexical Variation in Pro-Eating Disorder 
Communities. In CSCW 2016. 20

(Chancellor, Pater, Clear, Gilbert, De Choudhury, CSCW 2016)



But deviant behavior subverts attempts to 
intervene

anorexic, anorexie, anoressia, anorexi, anorexia, anorexique, anorexica, anorectic, anorexia, anoretic

eatingdisorders, eatingdissorder, eatingdisoder, eatingdis, eatingdisorter, eatingdisoreder, eatingdisorde, 
eatingdisorderrr, eatingdisordered, eating_disorder

thighgaps, thygap, thighgapp, thigh_gap, thightgap, thyghgap, thighgappp, thegap, thigap, thighgapss

thinspoooo, thynspo, thynspoo, thynspooo, thinspoo, thinspooo, thynspoooo, thinnspo, thinspoooooo

[29]. In Figure 2 we show scatter plots of the Levenshtein 
edit distance for variants of “anorexia”, “eatingdisorder” 
and “thighgap” over time. 

Figure 2 shows that for both tag chains, edit distance of a 
variant tag compared to the root increases over time –  
linear trend (least squares) fits to the edit distances of all 
variants for “anorexia”, “eatingdisorder” and “thighgap” 
yield R2=.2 (p=.002), R2=.27 (p=.001) and R2=.34 
(p=.0005) respectively. As newer variants emerged over 
time after the root, they were increasingly more 
syntactically distinct (“thighgap” → “thyghgapss”). The 
mean and maximum edit distance over all variants per root 
tag are reported in Table 3 – we note all of the means to be 
above one and maximum going up to nine characters, 
indicating considerable lexical variation in the tag chains. 
However, it is important to note here that we do not observe 
any positive correlation between the mean edit distance of 
the variants and the activity (i.e., volume of posts, ref. 
Table 2) on the corresponding moderated tag (Pearson 
correlation coefficient ρ=.045; p=.19). For instance, mean 
edit distance is highest for the “thinspo” and “ana” tag 
chains, however lower for “anorexia” and “bulimia”, 
although the latter two have one of the largest proportion of 
posts in our data. This shows that the increased dispersion 
in lexical elements, as indicated by high edit distance in the 
variants is likely not an artifact of the moderated tag being a 
more popular tag in the pro-ED community.  

In each chain, we further define a rate of change metric 
momentum [22], given as: (1/N)Σi(e(ti) / e(ti-1)), i.e., the 
mean ratio between edit distance of the ith tag ti to the tag ti-1 
appearing in the time slot before it, where N is the total 
number of variant tags corresponding to a root. All 17 tag 
chains show increased edit distance momentum of the 
variants with mean momentum of 1.3 across all chains (a 
value of 1 would indicate the rate of change is constant). 
Interestingly, based on a Mann-Whitney U-test, there is no 
statistically significant differences between the edit distance 
momentum of variants of banned tags and those of the 
advisory tags (p=.35). We conjecture the pro-ED 
community adopts increasing lexical variance in their tags 
to avoid Instagram’s moderation of tags through bans or 

advisories, beginning with closer variants to the root tag. 

RQ2 (Behavioral Changes): Posting Activity & Support 
In RQ2, we explore how posting activity, user base, and 
engagement and support around different variant and root 
tags changed over time. Figure 3 shows the changes in 
normalized proportions of posts corresponding to six 
moderated root tags and the same for three of their most 
common variants. By normalized proportion of users at a 
particular time slot, we imply the total number of users who 
posted on a root tag or any of its lexical variants during the 
time slot, divided by the total number of users who posted 
on any tag during the same time slot. We choose the time 
slot size to be a week for our analysis. For the banned tags 
(“thighgap,” “thinspo,” and “thinspiration”), the number of 
posts sharply drops after April 2012, near when Instagram 
reported changing its community policies. This is consistent 
across the other banned tags (not shown here for brevity) – 
the use of the banned tags decreased 13-78% after Apr 2012 
(mean 52%).  

However, for root tags with content advisories, we see a 
surprising increase in the number of posts after the policy 
change (“ana”, “mia”, “eatingdisorder”). This increase 
ranges between 9 and 37% (mean 22%). The emergence 
and substantial adoption of the corresponding lexically 
variant tags happen only after April 2012. We conjecture 
that this shows a deliberate strategy by the pro-ED 
community to circumvent content moderation policies and 
to continue to organize and sustain themselves. 

Next, while lexical variants did emerge for the moderated 
tags, in some cases, the number of posts on these variants 
was lower than the posts on the root tag (Table 4). In fact, 
on average there was a 70% decrease in variant posts 
compared to the root tag posts. This shows that Instagram’s 
moderation policy reduced activity on these tags. However, 
certain tag chain also increased in size through the adoption 
of lexical variants – e.g., “secretsociety” increased 40 times 
in size, “thighgap” five times, and “thinspo” more than two 
times. This increased activity shows that the pro-ED 
community continues to thrive even though overall 
participation dropped on some tags. 

Figure 2. Changes in Levenshtein’s edit distance with emergence of newer lexical variations over time – shown for “anorexia”, 
“eatingdisorder” and “thighgap” tag chains. Each data point in the scatter plot corresponds to the edit distance of a particular 
variant at a certain point in time. 

(Chancellor, Pater, Clear, Gilbert, De Choudhury, CSCW 2016)



Moderation was followed by increased 
social engagement

Next, we examined volume of unique users associated with 
the root tags and their variants as well as the Jaccard 
similarit) overlap of users between the two (Table 4). In 
general, there are some tag chains where there is 
considerable overlap of users between the root tags and 
adopters of their variants (e.g, “bulimia,” “secretsociety”). 
However, most tag chains have little overlap (e.g., “ana,” 

“thighgap”). We believe this shows a shift in users who 
adopt these variations to overcome moderation restrictions 
enforced by Instagram. It also implies that adoption of 
lexical variation in tag usage might be an intrinsic 
individual characteristic; that is, the users likely to embrace 
this strategy are perhaps a small fraction of those who use 
the root tags. Alternatively, it may also indicate the 
propensity of a certain segment of the pro-ED community 
to adopt the lexical variations in their content sharing, 
perhaps to avoid discoverability more broadly, build and 

Tag chain Root users Variant users Overlap (%) 
ana 87575 2792 (↓) 2.12 
anorexia 86631 57837 (↓) 39.06 
anorexianervosa 5156 547 (↓) 4.81 
bonespo 2107 115 (↓) 2.80 
bulimia 49468 25758 (↓) 36.61 
eatingdisorder 40605 9622 (↓) 9.11 
mia 53880 684 (↓) 0.97 
proana 2338 355 (↓) 3.59 
proanorexia 24 9 (↓) 8.33 
probulimia 10 1 (↓) 10.00 
promia 672 51 (↓) 1.79 
secretsociety 852 15215 (↑) 65.73 
skinny 55639 564 (↓) 0.66 
thighgap 973 5931 (↑) 5.86 
thin 27386 865 (↓) 2.25 
thinspiration 2919 3534 (↑) 17.71 
thinspo 9304 9289 (↓) 17.79 
Total unique users (roots + variants) 496498 
Mean change in #variant users from #root users  -68% 

Table 4. Sizes of communities associated with the root tags, all 
variants, and their overlap. Downward arrows indicate tag 
chains where moderation reduces the users in the variant, 
whereas upward arrows indicate an increase. 

Likes 
Tag Chain Mean (Root) Mean (Variants) z  
eatingdisorder 53 ±55.28 44 ±72.87 -36.21 *** 
mia 44 ±46.37 56 ±46.42 32.79 *** 
thighgap 36 ±39.02 52 ±49.00 38.55 *** 
thinspiration 31 ±26.35 58 ±57.86 64.12 *** 
thinspo 33 ±34.47 53 ±50.58 87.16 *** 
Change in #likes in variant posts vs. root posts 30.6% 
Comments 
Tag Chain Mean - Root Mean – Variant t Stat.  
eatingdisorder 2 ±4.80 2 ±4.01 -23.76 *** 
thighgap 1 ±3.05 2 ±3.97 27.85 *** 
thinspiration 1 ±3.01 1 ±3.62 24.50 *** 
thinspo 1 ±3.22 2 ±3.95 38.54 *** 
Change in #comments in variant posts vs. root posts 15.1% 
Table 5. Engagement (likes, comments) on the roots and their 
variants. Tag chains with most significant change in mean 
likes and comments are shown. Statistical significance is 
tested based on Mann Whitney U-tests. Bonferroni correction 
(α/17), where α=.05 (*), .01 (***), and .001 (***), is adopted to 
control for familywise error rate. 

Figure 3. Proportion of weekly posts for six root tags and their corresponding three most frequent variants over time. The 
vertical grey lines indicate time when Instagram publicly reported change in its community policies (Apr 2012). 

(Chancellor, Pater, Clear, Gilbert, De Choudhury, CSCW 2016)





Spam



* Spam

• What is spam?

• With ease of internet access, businesses looked for ways to 
capitalize on market opportunities associated with Internet 
communications – easier/cheaper to send emails than 
physical mails
§ How to find email addresses though?
§ Crawling the web; scrape address books with viruses; listen 

to chatroom conversations; sneaky way to sign up; 
dictionary attacks on ISPs

• This entrepreneurial behavior has given rise to a new set 
of legal and ethical problems



Spam

• Cyber Promotions versus American Online

• The scenario:
§ AOL blocks Cyber Promotions email
§ Cyber promotions changes “from” address
§ Cyber promotions sues AOL for violating first 

amendment rights
o Loses

§ AOL defends self by claiming violation of property 
rights; carrying spam is a cost to AOL



Discussion point 2: Why is “cold 
calling” considered to be an 
acceptable sales practice, but 
spamming isn’t?


